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WARNING SIGNS

Phone Scams

Deceptive tactic through phone calls where scammers
commonly make false promises in order fo obtain sensitive
information or financial gain.

01 Verify the authenticity of the retailer or sender before taking any
action.

02 Pay with your credit card or virtual card rather than your debit
card* *

SMS Scams ~ £

Known as SMISHING. This scam tactic uses deceptive®
text messages with the intent to gather sensitive data
or money from you. 2

Fake Ret

Cloned malicious sites of well-known
where popular fake products are listed to.
grasp your attention. The motive-is to.dis
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03 Use secure Wi-Fi: avoid coffee shops and free wi-fi to shop online. If
you are using public Wi-Fi, use VPN or your own phone hotspot.

0 4 Always use traceable payments in order to have a chance of
recovery if an online payment transaction goes wrong.

05 Strengthen your accounts: use unique-strong passwords for all .
accounts, and protect your accounts with multifactor '
authentication and/or One Time Password when possible.

06 Monitor your bank statements, and use a wallet ser
(eg. PayPal, Google wallet, or Apple wallet).

Never click alink or call back a number from a
07 delivery notice. Contact the company directly
number or website.

Fraudulent schemes that prey on your generosity
by seeking donations to charities. The comm
ones include topics such as natural disasters,
politics, veterans, and war (Ukraine).

: Refrain from giving personal and financial info
10 (Social Security number, date of birth or bank account num

ADITIONAL RESOURCES

Internet Crime Complumt Center https:/ /www.ic3.gov/

hﬂps / / www.fbi.gov/how-we-can-help-you/ safety-resources / scams-and-safety
* hitps:/ / www.donotcall.gov/

**hitps:/ / www.capitalone.com/ digital /eno/ virtual-card-numbers /

o hﬂps / privacy.com/ virtual-card
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